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Speaking at Gartner Symposium [Txpo in Cannes, Gartner vice president David Cearley said that by 2012, 20% of
businesses would be using cloud computing for part of their IT infrastructure — a figure which contrasts sharply
with the build-up surrounding the concept of on-demand, elastic computing services.

“Cloud computing is one of the most hyped terms in the industry right now,” Cearley said. “In many ways it's
overhyped. In the next 12-18 months, it's going to crash into the trough of disillusionment. But we do think cloud
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Mit is akarunk megoldani?

Reagalasi kepesség novelese
Koltségek csokkentese

Hatékonysag novelése

Mutatok optimalizalasa




Cloud

T kapacitas berlunk szukseg szerint (on demand)
Kizarolag halézati hozzaféressel

Helyfuggetlenul

-Hasznalattal aranyos koltseggel (pay per use)

Megosztott eroforrasokat hasznalunk (halozat,
szerverek, tarolok, alkalmazasok, szolgaltatasok)

Gyors és rugalmas kapacitasmenedzsment
® Szabvanyos konstrukciok

e Minimalis interakcio a szolgaltatoval
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Adatkozpont és cloud

Adatkozpont

Ismert helyszinek

kb. 1000 processzor

Hardver redundancia

Fizikai és virtualis er6forrasok

Cluster vagy grid architektura

Statikus

Komplexitas

KPMG!

Cloud

Ismeretlen helyszinek

>10 000 standard processzor

Szoftver redundancia

Virtualis er6forrasok

Cloud architektura

Rugalmas

Szabvanyossag
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Cloud tipusok és jellemzoik
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Biztonsagi elonyok és kockazatok

Elényok

Kockazatok

Meéretgazdasagossag

Bizalmas adatok védelme

Szabvanyos interfészek

Virtualizacio

Gyors és hatékony patchelés

Halozati védelem

Fajlagosan olcsébb fizikai
biztonsag

Szegregacio

Egyszerlbb és olcsobb
biztonsagmenedzsment

Auditalhatosag / torvényi
megfelelés

Hatékonyabb forensic tamogatas
(elvileg)

Lock-in

KPMG!
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Fenyegetések

Végpontok
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Kockazatok: bizalmas adatok

e Holvan afelh6?
e Mivan meég a felnOben”?
e Milyen elbirasok vonatkoznak
= a felhore?
~ az adataimra?
—~ a kotelez6 adatszolgaltatasra?

e Hogyan ellen6rzom a cloud szolgaltatot?
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@ Before the
Federal Trade Commission
Washington, DC 20580

In the Matter of

Google, Inc. and
Cloud Computing Services

Complaint and Request for Injunction, Request
for Investigation and for Other Relief

SUMMARY OF COMPLAINT

This complaint concerns privacy and security risks associated with the
provision of “Cloud Computing Services” by Google, Inc. to American
consumers, businesses, and federal agencies of the United States
government, Recent reports indicate that Google does not adequately
safecuard the confidential information that it obtains. Given the previous
opinions of the Federal Trade Commission regarding the obligation of service
providers to ensure security, EPIC hereby petitions the Federal Trade
Commission to open an investigation into Google's Cloud Computing
Services, to determine the adequacy of the privacy and security safeguards,
to assess the representations made by the firm regarding these services, to
determine whether the firm has engaged in unfair and/or deceptive trade
practices, and to take any such measures as are necessary, including to enjoin
Google from offering such services until safeguards are verifiably established.
Such action by the Commission is necessary to ensure the safety and security
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Kockazatok: virtualizacio

Hipervizor serulekenysegek
Middleware

Rendszermenedzsment eszkozok
Monokultura

Erosen disztributalt feldolgozasi modok
= race

- check / use

17



Kockazatok: halozati védelem

e AfelhO védelme
- komplexitas
® A hozzaféres (csatorna) vedelme

—~  gyakorlatilag SSL

e DDoS?
e Tlzfalak?
e IDS/IPS?
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Kockazatok: halozati védelem
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TLS Man-in-the-middle on renegotiation vulnerability made
public

Published: 2009-11-05,
Last Up : 11-05 19:03:13 UTC
by Swa Fran (Version: 2)

Digg submit lwitter
TLS 1.0+ and S5L

3.0+ (known from among others "https"} i
in the middle attack

) is vulnerable to a protocol weakness where a man
could be worked in during the renegotiation phase in modern wversions of the protocol.

While the details had been offered in a meeting with the IETF, vendors and the open source implementers of
SSL privately, it appears an IETF mailing list came to finding it again. That seems to have prompted the
original finders {Marsh Ray and Steve Dispensa) to offer up their finding publicly.
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Kockazatok: szegregacio

Ki van meg a felhGben, €s mit csinal?
Virtualis er6forrasok elszigetelese

Rendszermenedzsment

Biztonsagos adatmegsemmisités
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Kockazatok: auditalhatosag / torv. megfelelées

Dinamikus kornyezet
Valtozasmenedzsment

Kevés befolyas a kontrollkornyezetre
PCI, SOX, Hpt, ...
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Osszefoglalé

Cloud a hype ciklus tetején

Eltéro szolgaltatasi modell eltéro biztonsagi kockazatokat
eredmenyez

A cloud biztonsagi kockazatai kevesse ismertek

Erosen szabalyozott / nagyvallalati kornyezetben erdemes
kivarni a cloud hype veget
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