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“Energy company reports $1 billion  “Security Breach Exposes Data on
in charges and a 10ss” - New vork Times Millions of Payment Cards” - informationweek
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Home Depot breach could be as big as Target’s Bank loses P ersonal df}ta

— Computerworld on 248,000 customers
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“Hospital patient data revealed”

Neiman Marcus Sued Over
Customer Credit Card Data Breach
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“Identity Theft Remains a *'

Concern for Bank Customers f
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Amid Economic Slowdown”
— The Wall Street Journal
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f- “Target says up to 70 million more TSy

customers were hit by December data © “|D-theft case leads to mail conviction”
b reac h — The Washington Post
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“Health care data breaches have hit 30M
patlents and Countlng —The Washington Post
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A cégek tobb mint 60%-anak voit legalabb

egy biztonsagi eseménye az eimult 12 hénapban.

Frequency of successful
attacks in the past 12 months:

- More than 10 times 7°/o

. Between 6 & 10times 9%

Between 1 & 5 times

\_./ . Not once 38%

\\\\\\&

2014 CYBERTHREAT DEFENSE REPORT NORTH AMERICA & EUROPE - Cyberedge Group
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Tulzott magabiztossag

IT informatikai vezetok
szerint a ceguk atlagosan
10 hours belul észleli a
biztonsagi esemenyeket

. 35% szerint perceken belul

. 22% szerint gyakran eltart egy
napig

- 5% szerint sokszor eltart egy
hétig is

42% nyilatkozott ugy, hogy
vedettnek erzi a céget

Vanson Bourne study
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A tamadast elszenvedett
szervezetek kozott eqy
sem volt, amelyik
észlelte volna a tamadast
perceken vagy orakon
belul.

- > 27% néhany napon belul
- 24%-nak hetekig tartott

- 39%-nak hénapokig

- 9%- nak tobb mint egy évig

2012 Verizon Data Breach Investigations
Report



Gyorsan valtozo kornyezet

Felhé Mobilitas

GOtthon S — Munkahely

Felhasznalok altal kezdeményezett valtozasok
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A hagyomanyos megkozelités nem hatékony

Az elmult években a “5 of the Top Security Breaches of 2013”
kiberbiindzék l]j, Brian Prince, SecurityWeek, January 02, 2014

. z In no particular order, here are some of the most serious
ijlettEbb modszerekkel security incidents that made the news in 2013.

kezdtek el dOlgOZﬂI 1) Target: The latest publicized breach of the year was also

one of the biggest, affecting as many as 40 million payment

- A peremVédelem feltorese cards. According to Target, malware was discovered on some
_ of the chain's point-of-sale systems Dec. 15. Anyone who
- A rossz biztonsagi shopped at a Target store and used a credit or debit card

between Nov. 27 and Dec. 15 should stay alert for suspicious

gyakorlatOk €5 konflguraClOk activity. Last week, the store also confirmed that encrypted

kihasznalasa PIN data was removed, though Target believes that
information is still safe because the encryption key necessary
Egyre fejlettebb adathalaszat to decode the PIN information is not stored or accessed by

Target. Besides consumers concerns, the breach touched off
. . . . questions about why Target had not adopted EMV chip
- A SZOIgaItatOk tamadasa technology to better protect its customers.
Kiemelt felhasznaldk 2) Adobe Systems: Adobe was hit hard after news leaked out
: 2 ~Ai that attackers had accessed the encrypted credit card
quOSUIt§a,galnak information of millions of customers and compromised the
kihasznalasa account information of millions more. The breach also involved
the theft of source code for a number of the company's
products, including Adobe Acrobat, ColdFusion and
ColdFusion Builder.
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A problémat nem az adatok hianya jelenti

“Target appears to have failed to respond to
multiple warnings from the company’s anti-
intrusion software ...”

= A “Kill Chain” Analysis of the 2013 Target Data Breach, March 26, 2014
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“Neiman Marcus Hackers Set Off 60,000 Alerts |
While Bagging Credit Card Data.” '5

— Ben Elgin, Dune lawrence, Michael Riley, February 21, 2014
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Tul sok zaj, nem elég
hasznos informacio

Azonositani kell a
szokatlan
tevekenysegeket
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SIEM megoldasok kiegeszitese

Konfiguracio

Jogosultsagok, J
0 J kezelés

szemelyazonossag
informaciok

Tevekenyseg
figyeles



SIEM megoldasok kiegeszitese

Konfiguracio

N Itsagok, .
R ey kezelés

személyazonossag
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Tevékenyseg
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A felhasznalo a leggyengébb lancszem

Adathalészat More than one choice permitted

Fajlmegosztok

Hordozhatd eszkozok D ———

Criminal attack 30%
20%

Konfiguracios hibak

Alkalmazottak

0% 10%  20%

- Elégedetlenek g e
- Naivak

Szabot6rok

Felbéreltek

Source: Third Annual Benchmark Study on Patient Privacy & Data Security — Ponemon Research
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Személyazonossag informaciok

felhasznalasa

= A felesleges jogosultsagok
megszuntetése, csokkentése

= Rendszergazdai jogosultsagok R
menedzselése, figyelése 4’

= SIEM eszkozok integracioja IDM
rendszerekkel @
= SIEM rendszerek integracioja LY e

halozati eszkozokkel

12 © 2014 NetlQ Corporation. All rights reserved.



A korlatozas nem eleg
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Medfigyelés is szukséges
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SIEM megoldasok kiegeszitese

Konfiguracio

Jogosultsagok, J
SRt kezeles

szemelyazonossag
iInformaciok

Tevekenyseg
figyeles



Tevekenysédfigyelés
A legfontosabb kerdések

Milyen valtozasok tortentek?

Mikor tortentek a valtoztatasok?

Ki kovette el ezeket?

Honnan vegeztek el a valtoztatasokat?

Jovahagyott valtoztatasok voltak?
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Filter Values

M it fi gye Ij u n k? E}I_E. Windows Templates B

[=H; 7 File Integrity

@' Critical system startup files ..
E_}-:. File Shares

: @ File share created

: @' File share permission changed
E-}r_ File System

: @' Critical system binary file changes

@, Critical system directory permission
E changes

@' Privileged profile permission changes

Windows 44 |h

=" Active Directory

@ Security analysis database permission
changes

: E_} . Processes
@J UNIX @ Rogue process execution
@ E}ﬁ: Registry
P @' Application installation changes
@' RunCnce registry key modified
; @ Service registration change

E}ﬁ Removable Media
@' File written to removable file system
@ Removable file system attached
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SIEM megoldasok kiegeszitese

Konfiguracioé

Jogosultsagok, :
AR e kezeles

szemelyazonossag
informaciok

Tevékenyseg
figyeles



Konfiguraciokezeles

- Konfiguraciok és felhasznalodi jogosultsagok felmerése
- Ajanlott konfiguraciok (CIS, NIST, SANS)
- Biztonsagi rések felderitése

- Peremfeltételek meghatarozasa és valtozasjelentések
készitese
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SIEM megoldasok kiegeszitese

Konfiguracio

Jogosultsagok, J
0 J kezelés

szemelyazonossag
informaciok

Valtozas
figyeles



Egy példa

CISCO ISE

.- IDM integracio: m—
Személyazonossag 50 (PiGRIE) Activity
alapu tevekenyseg
figyelés

Brad Buchanan

nfrastructure Manager

nformation Technology

pxGrid
) R . R i bbuchanan@ACME com C
. Mobil és halozati sz sﬁ;ﬁﬁ,ﬁ
" . y w7 Recent Activity
eszkoz integracio: 7] Authentication Information
Felhasznaldk/eszkdzok e e ges

TANetIQ Change Guardian

- Fenyegetés +

Sérulékenység m &Jﬁﬁ?ﬁ:&?&gjg
Yy WHO
Ta,m?das’ ,Vagy Sentinel™ Advisor @ hoptcason os—
probalkozas TR o
. Tevékenysédgdfigyelés: AP SP—
Konfiguracio valtozasok T S

* platform OS Microsoft Wi

eszlelése
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This document could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein. These changes may be incorporated in new
editions of this document. NetlQ Corporation may make improvements in or changes to the
software described in this document at any time.
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